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Vulnerability Detection

Internal 
Program States

Web AppsFuzzer Responses

• Reaching multi-conditional 
vulnerabilities

• Designing effective input exploration 
and exploitation strategies

KEY IDEAS
1. Separate exploration and exploitation 
steps—non-exploit mutations first for 
testing coverage, then targeted exploit 
injection
2. Coverage inference  from changes in 
observable HTTP responses

3. Identify critical input parameters for 
mutation by their frequencies and impact 
on the response

Unique Vulnerabilities

Path Coverage

• Target: 24 Apps (309 vulnerabilities)
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• Target: 13 PHP Apps (182 vulnerabilities)
• Did the fuzzer reach the vulnerable sink?
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• Finding promising inputs 
• Passing branch/multi-conditional checks

CONCLUSION
• We propose a feedback-driven closed-box web 

fuzzing framework, Zelda.
• Separating path exploration from exploitation 

contributes to improving vulnerability detection.
• Zelda demonstrates its effectiveness in both 

vulnerability detection and path coverage.

• Confirming vulnerabilities 
• XSS, SQL injection, Command injection

Stage 1: Exploration

Parameters from Crawler

Parameter Selection 
less-used + page-relevant + response-changing

Input Mutation
byte / string / number / 
special-characters …

• Target: latest versions of benchmark 
and PHP open-source projects

• 29 CVEs (8 XSS, 21 SQL injection)

Real-world Field Test

Feedback 
Evaluation

Stage 2: Exploitation

Exploit Injection
only at its marked 
parameter, not all

Bug Oracle
HTML reflection / error 

pattern / time delay

Bug Report
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Closed-box web fuzzing challenges
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